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Defence Intelligence Nemesis Reporting Tool v.1.0 Draft 3.1

01. Site Map

LOGIN

SUMMARY

SECURITY

EVENT HISTORY
TRAFFIC ALERTS NEWS HELP/SUPPORT

ACCOUNT SETTINGS

FORGOT

PASSWORD

“HOME”

User Name

Email Address

New Password 

Email Alerts (5 checkboxes)

User Permissions (If Admin) :

- Administrator

- Manager

- Reporter

- Viewer

Enter email of existing user 

(Generate new PW and email to user)

Filter all data available by:

- Domain

- IP

- Date/Time Ranges

- Category (Bad or Susp)

- Subcategory

- Subcategory Groups

Suspicious Activity

New Compromise Events 

User Blocked Domains

Static content added by DI KB / Training Articles

Static content added by DI
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02. Wireframe : Summary (Logged in Home Page)

SUMMARY SECURITY EVENT HISTORYTRAFFIC MANAGER [3] NEWS

Welcome, Matt

Reporting for [ Previous 7 Days ] [ Previous 30 days ]

Download PDF ReportSummary

Edit Account Support Log Out

Hourly DNS Queries

Traffic Manager Alerts:   3 Protection Overview

Bad TrafficTraffic by Threat Level

Go to Traffic Manager

New Compromise Events:   14

Details

Go to Network Details

Total compromise protection events: 15

Blocked C&C communication attempts: 16

Compromise prevention events: 23

Malicious activity events: 42

March 7, 2011             to    March 13, 2011

Details

GO

Details

Details
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03. Wireframe : Network Details

Security Event History

< 1 2 3 .... 12 13 >

< 1 2 3 .... 12 13 >

Welcome, Matt Edit Account Support Log Out

DOMAIN

IP

DATE RANGE

CATEGORY

SUBCATEGORY OR GROUP

Feb 15 2011Start

Feb 21 2011End

BAD

FILTERS Returned 640 records (Query Time 43s)

COMPROMISE PROTECTION...

TIME OF DAY

12:00AMStart

11:59PMEnd

FILTER RESULTS

Domain

domainb.com

domainc.com

domaind.com

domaina.com

domainb.com

domainc.com

domaind.com

domaina.com

domainb.com

domainc.com

domaind.com

domaina.com

domainb.com

domainc.com

domaind.com

domaina.com

domainb.com

domainc.com

domaind.com

In the past 30 days, there have been 3,480 total compromise protection events

Query Time

Feb 4, 2011 12:00pm

Feb 4, 2011 12:00pm

Feb 4, 2011 12:00pm

Feb 4, 2011 12:00pm

Feb 4, 2011 12:00pm

Feb 4, 2011 12:00pm

Feb 4, 2011 12:00pm

Feb 4, 2011 12:00pm

Feb 4, 2011 12:00pm

Feb 4, 2011 12:00pm

Feb 4, 2011 12:00pm

Feb 4, 2011 12:00pm

Feb 4, 2011 12:00pm

Feb 4, 2011 12:00pm

Feb 4, 2011 12:00pm

Feb 4, 2011 12:00pm

Feb 4, 2011 12:00pm

Feb 4, 2011 12:00pm

Feb 4, 2011 12:00pm

Type

Malware

Phishing

Redirection

C&C

Fraud

Attack

Attack

Attack

Spamming

Malware

Phishing

Redirection

C&C

Fraud

Attack

Attack

Attack

Spamming

Rogue

Resolve IP

192.168.0.1

168.192.108.234

48.15.23.42

1.2.3.4

192.168.0.1

168.192.108.234

48.15.23.42

1.2.3.4

192.168.0.1

168.192.108.234

48.15.23.42

1.2.3.4

192.168.0.1

168.192.108.234

48.15.23.42

1.2.3.4

192.168.0.1

168.192.108.234

48.15.23.42

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

SUMMARY SECURITY EVENT HISTORYTRAFFIC MANAGER [3] NEWS
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Welcome, Matt Edit Account Support Log Out

04. Wireframe : Traffic Manager (Alerts, NCE, User Blocked)

Traffic Manager

Traffic Alerts (Suspicious Activity)

Block

Block

Block

Dismiss

Dismiss

Dismiss

Domain

domainb.com

domainc.com

domaind.com

Query Count

14

64

32

Last Seen

February 4, 2011 12:00pm

February 4, 2011 12:00pm

February 4, 2011 12:00pm

User Blocked Domains (179)

< 1 2 3 >

Allow

Allow

Allow

Allow

Allow

Allow

Allow

Allow

Allow

Allow

Allow

Allow

Allow

Allow

Domain

domainb.com

domainc.com

domaind.com

domainb.com

domainc.com

domaind.com

domainb.com

domainc.com

domaind.com

domainc.com

domaind.com

domainb.com

domainc.com

domaind.com

Query Count

14

64

32

14

64

32

14

64

32

64

32

14

64

32

Last Seen

February 4, 2011 12:00pm

February 4, 2011 12:00pm

February 4, 2011 12:00pm

February 4, 2011 12:00pm

February 4, 2011 12:00pm

February 4, 2011 12:00pm

February 4, 2011 12:00pm

February 4, 2011 12:00pm

February 4, 2011 12:00pm

February 4, 2011 12:00pm

February 4, 2011 12:00pm

February 4, 2011 12:00pm

February 4, 2011 12:00pm

February 4, 2011 12:00pm

Status

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Blocked

Status

Allowed

Allowed

Allowed

You have three domains that have been flagged as Suspicious. You may now decide what to do with them. 

SUMMARY SECURITY EVENT HISTORYTRAFFIC MANAGER [3] NEWS
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